Mike Ogrinz, Autho
Pattern

Chris Steel, Co-Author of "

Security Pattﬁs ,“
John Crupi, Co-Author of Core

J2EE Patterns




Our Objective

Demonstrate how patterns can help drive Enterprise
Mashup architectures and best practices.
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« Enterprise Mashups Defined

« Patterns Defined

« Importance of Enterprise Architecture
 Mashup Patterns

« Mashup Patterns in the Enterprise

« Enterprise Mashups and Security

e Security Patterns in the Enterprise
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Enterprise Mashups Definition

Enterprise Mashups are secure, visually rich web
applications that expose actionable information
from diverse internal and external information
sources.

Source: wikipedia.org
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Patterns Definition

Solution to a Recurring Problem in a Context

* Pattern Name and Classification: A descriptive and unique name that helps in identifying and referring to the pattern.
* Intent: A description of the goal behind the pattern and the reason for using it.
* Also Known As: Other names for the pattern.
* Motivation (Forces): A scenario consisting of a problem and a context in which this pattern can be used.
* Applicability: Situations in which this pattern is usable; the context for the pattern.
* Structure: A graphical representation of the pattern. Class diagrams and Interaction diagrams may be used for this purpose.
* Participants: A listing of the classes and objects used in the pattern and their roles in the design.
* Collaboration: A description of how classes and objects used in the pattern interact with each other.
* Consequences: A description of the results, side effects, and trade offs caused by using the pattern.
* Implementation: A description of an implementation of the pattern; the solution part of the pattern.
* Sample Code: An illustration of how the pattern can be used in a programming language
* Known Uses: Examples of real usages of the pattern.
* Related Patterns: Other patterns that have some relationship with the pattern; *Wikipedia
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Evolution of Patterns based on Architecture

Core Security Patterns

Domain

SOA Pattern
S
- Core J2EE Patterns

prehiecture

Design
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Mashup Patterns

A variety of “Mashup Patterns” can solve unaddressed problems, save time
and resources, and provide unique opportunities to make money

Harvest :

Alerter

API Enabler
Competitive Analysis
Infinite Monkeys
Leading Indicator
Reality Mining
Reputation Management
Time Series

Manage :

Content Migration
Portal Enabler

Quick Proof of Concept
Single Sign-On

Widget Enabler

Test :

Audit

Load Testing
Regression Testing

Enhance :
Accessibility

Feed Factory:

Field Medic
Folksonomy Enabler
Fragility Reducer
Smart Suggestions
Super Search
Translation

Usability Enhancer : MICHAEL OGRINZ
Workflow )

Assemble :

Communication and Collaboration
Content Aggregation

Content Integration

Distributed Drill-Down
Emergency Response

Filter

Location Mapping

Splinter _~
N
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http://www.amazon.com/gp/product/032157947X?ie=UTF8&tag=mashupatte-20&link_code=as3&camp=211189&creative=373489&creativeASIN=032157947X�

Mashup Patterns

Why Patterns?

“Patterns” support a simplified dialog for discussing common problems and their solutions .
They aren’t “code” — they are a generic template that can be used across many situations.

Why Mashup Patterns?

Mashups — specifically Enterprise Mashups — enable a broad class of solutions.

We need a common language for describing the potential of this technology, otherwise IT departments
will continue to think of Mashups as “stuff on a map”
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Research Portal
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Provide Master/Detall functionality across
multiple systems
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The Virtuous Circle

Opportunity

Time Saved Resources
Encourages new Gathered (new

Exploration M as h U p and existing)
Patterns

Contributed to Solution
Community Assembled
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Mashup Pattern Two : Smart Suggestions

Mashlets can be used to inform internal decisions, or as a service to
customers

Reference ¢ &
: @ Material #p 0o %

Pulling together resources from disparate locations can quickly yield
enhanced knowledge
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Mashup Pattern Three : Audit

Add/enhance application security and tracking features

Before

E;E:qz;aq :lj-\ { =]

» . '\.-_::-IIJ

What are you doing?

So tired; just booked a major deal with ScamCo to purchase a 5% equity stake!

Latest: {@chriswarner2000 | think Portals are visual aggregations {and often
summeaticns) of data, which is just one tiny slice of what mashups c...9 days ago

Even when you don’'t own the source!

update

After

=

What are you P /Sentiment
doing? < ""‘"?' Analysis
’7 Update | ':, i \
Monitoring

Service

Restricted
List /

Audit Trail
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Security Pattern One: Authentication Delegate

One user login to authenticate to multiple sources
Before After

oale
E; rL_W:E [ [13 = \zz' ﬂ'_s Login Join Twitter!

e )
Authentlcatlon

Providers

Authentication
Credential
Databasy

Sign in to Twitter
If you've been using Twitter from your phone, click here and we'll get you signed up on the web

Create Your Account

Already using Twitter
from your phone? Click here.

What are you
doing?

Update |

Select Language ... E

Delegate

facebook

Facebook helps you connect and share with Sign Up
the people in your life. It's free and anyone can join

o B I-"I

facebook S350

Even when you don’t own the sources and the passwords are different!
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* A Flexible way to encapsulate /{3

Tokenizer

credentials for use across
different sources

Related to: Mashup Pattern — Single Signon

Authentication

Token

What are you
doing?

Update |

Credential

‘-!

Authentication

Delegate

.:‘c"‘? X.509 Cert

Authentlcatlon

Providers
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Security Pattern Three: Authorization Delegate

Before After
Authorization errors from source

were returned to user / . \
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Security Pattern Four: Attribute Authorization Delegate
» Attribute Based Access Control

Cred t I
o ’ M ™
* Credential attributes are stored within'! 25 \ crant ESAdmin
the authorization credential of a user

« Attributes contain information on the [ | — O dencaone
identity and authorization capability of [~ — /
See— | i Authorization

the user  — Providers

. Mashup server may maintain own Q -
authorization credential database Authorizaton m

» Authorization providers may retrieve Credem,al
authorization credential attributes from Database

source databases

grant ESAdmin
grant GetData

Authorization =
grant ESAdmin Token Authorization

grant GetData _ TOke”
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Security Patterns Demonstration

If you are seeing this text,
IT WORKS!
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mashup developer community

http://Iwww.jackbe.com/dev/
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