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Our Objective

Demonstrate how patterns can help drive Enterprise 
Mashup architectures and best practices.
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About JackBe

Best Enterprise 
Mashup Platform

Mashups can be whiz-bang simple, but in 
the enterprise, data management, 
application security and control, and 
complex user needs can complicate matters. 
JackBe's Presto provides professional-grade 
tools that streamline mass mashup 
production.”

- Intelligent Enterprise
February 2008  
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Your Speakers

• Co-Author of ‘Core 
Security Patterns
• Senior Security 
Architect, JackBe

• Author of ‘Mashup 
Patterns’
• IT Director, 
Fortune 20 
Financial firm

• Co-Author of ‘Core J2EE 
Patterns’ 
• JackBe’s CTO
• 8 years as CTO of Sun 
SOA Practice
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Agenda

• Enterprise Mashups Defined
• Patterns Defined 
• Importance of Enterprise Architecture
• Mashup Patterns
• Mashup Patterns in the Enterprise 
• Enterprise Mashups and Security
• Security Patterns in the Enterprise 
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Enterprise Mashups Definition

Enterprise Mashups are secure, visually rich web 
applications that expose actionable information 
from diverse internal and external information 

sources.

Source: wikipedia.org
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Patterns Definition

So

Solution to a Recurring Problem in a Context

* Pattern Name and Classification: A descriptive and unique name that helps in identifying and referring to the pattern.
* Intent: A description of the goal behind the pattern and the reason for using it.
* Also Known As: Other names for the pattern.
* Motivation (Forces): A scenario consisting of a problem and a context in which this pattern can be used.
* Applicability: Situations in which this pattern is usable; the context for the pattern.
* Structure: A graphical representation of the pattern. Class diagrams and Interaction diagrams may be used for this purpose.
* Participants: A listing of the classes and objects used in the pattern and their roles in the design.
* Collaboration: A description of how classes and objects used in the pattern interact with each other.
* Consequences: A description of the results, side effects, and trade offs caused by using the pattern.
* Implementation: A description of an implementation of the pattern; the solution part of the pattern.
* Sample Code: An illustration of how the pattern can be used in a programming language
* Known Uses: Examples of real usages of the pattern.
* Related Patterns: Other patterns that have some relationship with the pattern; *Wikipedia
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Evolution of Patterns based on Architecture 

GoF Patterns

Fowler Enterprise Patterns

Design

Architecture

Domain
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Enterprise Mashup Architecture
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Physical View of Enterprise Mashup Architecture
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Technical View of Enterprise Mashup Architecture
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Mashup Patterns

Harvest : 
Alerter
API Enabler
Competitive Analysis
Infinite Monkeys 
Leading Indicator 
Reality Mining 
Reputation Management 
Time Series 

Manage : 
Content Migration
Portal Enabler
Quick Proof of Concept
Single Sign-On
Widget Enabler

Test : 
Audit
Load Testing
Regression Testing

A variety of “Mashup Patterns” can solve unaddressed problems, save time 
and resources, and provide unique opportunities to make money

Enhance : 
Accessibility
Feed Factory:
Field Medic
Folksonomy Enabler
Fragility Reducer
Smart Suggestions
Super Search
Translation
Usability Enhancer
Workflow

Assemble : 
Communication and Collaboration
Content Aggregation
Content Integration
Distributed Drill-Down
Emergency Response
Filter
Location Mapping
Splinter

http://www.amazon.com/gp/product/032157947X?ie=UTF8&tag=mashupatte-20&link_code=as3&camp=211189&creative=373489&creativeASIN=032157947X�
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Mashup Patterns

“Patterns” support a simplified dialog for discussing common problems and their solutions .
They aren’t “code” – they are a generic template that can be used across many situations.

Why Patterns?

Mashups – specifically Enterprise Mashups – enable a broad class of solutions. 
We need a common language for describing the potential of this technology, otherwise IT departments 
will continue to think of Mashups as “stuff on a map”

Why Mashup Patterns?
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Mashup Pattern One : Distributed Drill-Down

Provide Master/Detail functionality across 
multiple systems

Research Portal

Trading System

CRM
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Mashup Pattern Demonstration
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The Virtuous Circle

Opportunity
Identified

Resources 
Gathered (new 
and existing)

Solution 
Assembled

Contributed to 
Community

Time Saved 
Encourages new 
Exploration Mashup 

Patterns
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Mashup Pattern Two : Smart Suggestions

Mashlets can be used to inform internal decisions, or as a service to 
customers

Pulling together resources from disparate locations can quickly yield 
enhanced knowledge
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Mashup Pattern Example

Product information + Usage 
Data yields a new 
recommendation solution
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Mashup Pattern Three : Audit

Add/enhance application security and tracking features
Before After

Even when you don’t own the source! Audit Trail

Monitoring 
Service

Sentiment 
Analysis

Restricted 
List

What are you 
doing?
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Enterprise Mashup Security

TM
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Security Pattern One: Authentication Delegate

One user login to authenticate to multiple sources 
Before After

Even when you don’t own the sources and the passwords are different!

Authentication 
Delegate

Authentication 
Providers

Credential 
Database

What are you 
doing?
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Security Pattern Two: Credential Tokenizer

Authentication 
Delegate

Authentication 
Providers

Credential 
Database

What are you 
doing?

Credential 
Tokenizer

Kerberos

User/Pass

X.509 Cert

• A Flexible way to encapsulate 
credentials for use across 
different sources 

Authentication 
Token

Related to: Mashup Pattern – Single Signon
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Security Pattern Three: Authorization Delegate

Authorization 
Delegate

Authorization 
Providers

Credential 
Database

Before After
Authorization errors from source 
were returned to user

Authorization Delegate determines 
what sources can be invoked and 
what data will be returned
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Security Pattern Four: Attribute Authorization Delegate

Authorization 
Delegate

Authorization 
Providers

Keystor
e

Credential 
Database

Credential 
Tokenizer

Authorization 
Token

LDA
P

SM
PS

• Attribute Based Access Control
• Credential attributes are stored within 
the authorization credential of a user
• Attributes contain information on the 
identity and authorization capability of 
the user
• Mashup server may maintain own 
authorization credential database
• Authorization providers may retrieve 
authorization credential attributes from 
source databases

Authorization 
Token Authorization 

Token

{
…
grant ESAdmin
grant GetData
…

}

{
…
grant ESAdmin
grant GetData
…

}

{
…
grant ESAdmin
grant GetData
…

} grant ESAdmin

grant GetData
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Security Patterns Demonstration

If you are seeing this text, 
IT WORKS!
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To Learn More About Enterprise Mashups

http://www.jackbe.com/dev/

http://www.jackbe.com/dev/�


TM

Enterprise Mashup 
Roundtable of Pattern 

Experts

Mike Ogrinz, Author of Mashup 
Patterns 

Chris Steel, Co-Author of Core 
Security Patterns

John Crupi, Co-Author of Core 
J2EE Patterns 


	Enterprise Mashup Roundtable of Pattern Experts
	Our Objective
	About JackBe
	Your Speakers
	Agenda
	Enterprise Mashups Definition
	Patterns Definition
	Evolution of Patterns based on Architecture 
	Enterprise Mashup Architecture
	Physical View of Enterprise Mashup Architecture
	Technical View of Enterprise Mashup Architecture
	Mashup Patterns
	Mashup Patterns
	Mashup Pattern One : Distributed Drill-Down
	Mashup Pattern Demonstration
	The Virtuous Circle
	Mashup Pattern Two : Smart Suggestions
	Mashup Pattern Example
	Mashup Pattern Three : Audit
	Enterprise Mashup Security
	Security Pattern One: Authentication Delegate
	Security Pattern Two: Credential Tokenizer
	Security Pattern Three: Authorization Delegate
	Security Pattern Four: Attribute Authorization Delegate
	Security Patterns Demonstration
	To Learn More About Enterprise Mashups
	Enterprise Mashup Roundtable of Pattern Experts

